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service provider 



Threats and vulnerabilities of modern communication systems 

01 
Unauthorized mobile 
devices carried by 
employees and visitors: 

§  Photos of classified data 
§  Dictaphone recordings  

02 Uncontrolled calls which result 
in data leaks 

03 
Viruses carried via phones 
and data storage devices 
with USB  

 There is a number of major issues that make the use of mobile communication devices in 
government buildings potentially threatening to information security (especially confidential information 
leaks and breaches): 

04 
Foreign intelligence services can use open 
data collected via studying calls and 
movements of employees within the 
building in order  to extract valuable 
information 
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Threats and vulnerabilities of modern communication systems 

05 Attacks via SS7 protocols stack 

SS7 is a stack of service 
protocols used in mobile phones 
by all cellular service providers 
in the world.  
 
Major SS7 vulnerability is caused 
by the fact that all requests 
received by the network is 
considered legitimate. 

A hacker with access to SS7 can send a request for location of 
any user, as well as redirect the victim’s call and eavesdrop.  
Interception of messages may allow to access personal 
information, social networks accounts, internet banking. 



Mobile operator 
inside a dedicated 
building 
 
Mobile operator is working only 
inside a designated building, all 
calls are carried out without the 
regional cellular operator   

Calls are carried 
out inside the 
building 
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SS7	  free	  

White list personnel are allowed 
to carry out calls  

Zone secure 
from SS7 
attacks 

Various policies for 
different rooms 
It is possible to control users’ 
access to various settings and 
functions: GSM-connection, 
camera and voice recording, 
SMS. 



Different categories on 
different floors  

Zone secure 
from SS7 
attacks 

When the elevator stops, the security service 
sees the status of all user mobile phones 
(white list, black list) on a dedicated panel/
monitor  

Elevator 



2G, 3G, 4G 
scanner 

Secure calls can be carried 
out in special booths on 
the adjacent territory  

Zone secure 
from SS7 
attacks 

Secure local cellular 
provider 
 
It is possible to create a secure 
perimeter on the adjacent to the 
building territory which will protect 
from “black list” users 



Secure channel over 
the Internet  
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Operator can cover 
two buildings in 
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Localized in 
one region 

Open connection Cryptoheadset 
use 

Digital database of talks  
recordings 

Search via keywords  

Calls policy 
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Additional services 



Protected 
connection during 
VIP movement 

GSM briefcase allows to make 
secure calls to any location in the 
world while on the move 

SS7 
secure zone 


